C KaXablM rogoM MOJIOAEXM B MHTEPHETEe CTaHOBMUTCS 60nblle, @ WKOAbHUKM O4HWN N3 CaMblX
aKTMBHbIX Mosib3oBaTenen PyHeTa. Mexay TeM, MOMUMO OFPOMHOI0 KOJIMYECTBa BO3MOXHOCTEN, MHTEPHET
HeceT 1 npobnembl. OTa NamMATKa AO/KHA NoMoYb Tebe 6e30nacHO HaxoaAnTbCS B CETU.

KoMnbloTepHble BUPYCbI

KoMNbOTEPHbLIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OT/INUYNTESTIbHON
0COBEHHOCTbIO KOTOPOW ABNSETCA CMOCOBHOCTb K Pa3MHOXeEHUI0. B fononHeHne K 3ToOMy, BUPYCbl MOTYT
NOBPeAnTb UM MOJTHOCTbIO YHUUYTOXNTb BCe dalifibl U AaHHble, NOAKOHTPOJIbHbIE MOJIb30BATENIO, OT MMEHMU
KOTOporo 6biia 3anylleHa 3apaXeHHasl NporpamMma, a Takxke NoBpeanTb UKW AaXe YHUUTOXUTb
onepaumoHHYH CUCTEMY CO BCeMu dalinamum B LesoM. B 60MbLWINHCTBE ClyYyaeB pacrnpoCTpaHSATCA
BMPYCbl Yepe3 MHTEPHET.

MeToAbl 3aWMTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. Ncnonb3yli coBpeMeHHble onepaunoHHble CUCTEMbI, MMeloLNe cepbe3Hbl YPOBEHb
3alinTbl OT BPEAOHOCHbLIX NMPOrpaMM;

2. MocTosiHHO ycTaHaBnmBan nadtu (UMdpoBbIe 3annaTkn, KOTOpble aBTOMaTUYeCKM
yCTaHaBAMBaOTCSA C Uuenbio AopaboTkm nporpammel) U agpyrue o6HOBNEHWS CBOEN onepaumMoHHOM CUCTEMBI.
CkaumBamn nx Tonbko ¢ odurumnanbHoro cavta paspabotumka OC. Ecnm cywecTByeT pexnm
aBTOMaTM4ecKoro 06HOBNEHUS, BKOUN €ro;

3. PaboTtan Ha cBoeM KOMMbOTEPE NOA NpaBaMu Mosib30BaTeNd, a He aAMUHUCTpaTopa. OTOo
He NO3BOANT 60NbLIMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaN/IMPOBATbCA Ha TBOEM NepCOHasIbHOM
KOMMblOTEpE;

4, Ncnonb3yi aHTUBUPYCHbIE MPOrPaMMHbIE NMPOAYKTblI M3BECTHbLIX NPOM3BOAUTENEN, C
aBTOMaTMyecknm obHoBreHueM 6as;

5. OrpaHunub pum3nMyecknii 4OCTyn K KOMNbIOTEPY A/ NOCTOPOHHUX NNL;

6. Mcnonb3yi BHEWIHNE HOCUTENU MHOPMaUmMn, Takne Kak drewka, ANCK nnm dann uns
MHTEpHETa, TO/IbKO U3 NMpOBepPEHHbIX NCTOYHMKOB;

7. He oTkpblBalt KOMMNbOTEPHbIE (hainbl, NOSyYeHHble U3 HEHAAEXHbIX NCTOYHUKOB. [laxe Te
dannbl, KOTOpble Npucian TBOM 3HAKOMbIN. Jlyylle yTOYHM Y Hero, OTnpasfisa fin OoH Tebe mx.

Cetn WI-FI

Wi-Fi - 370 He BMA nepefaymn AaHHbIX, HE TEXHO0IMs, a BCero nuwb 6peHa, mapka. Ewe B 1991
rogy HumaepnaHackas KkomnaHus 3apermcrtpuposana 6peHg "WECA", 4yto 0603Ha4ano cnoBocoyeTaHme
"Wireless Fidelity", koTopblli NepeBoaMTCSA Kak "6ecrnpoBogHas TOYHOCTbL".

[o Hawero BpemeHn gowna gpyras abbpesnartypa, KoTopas SABASeTCA TaKOW e TeXHosormen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6b1/10 4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBO TEXHUKMU
Hi-Fi, uTo B NnepeBoae o03HavaeT "BbiCOKAs TOYHOCTL".

[a, 6ecnnaTtHbIi MHTEPHET-A0CTYN B Kade, oTensax 1 asponoprax ABASETCA OT/INYHOM
BO3MOXXHOCTbIO BbIXOAa B MHTEpPHET. HO MHOrMe akcnepTbl cuMTatoT, uTo obwenoctynHble Wi-Fi ceTn He
aBnaTcs 6e3onacHbIMU.

CoseTtbl No 6e3onacHocTn paboTbl B 06WeaoCcTynHbIX ceTax Wi-fi:

1. He nepenaBai CBOK NNMYHYO MHPOpMaumio Yepes obwepoctynHole Wi-Fi ceTn. Pabotas B
HUX, XenaTeNbHO He BBOAUTb Naposn A0CTyna, JIOMMHbI U Kakue-To HoMepa;

2. Ncnonb3yii 1 06HOBASAN aHTMBMPYCHble NporpamMmel U 6paHamMayep. Tem cambIM Thl

ob6e3zonacunwb cebs OT 3aKaykn BUpyCa Ha TBOE YCTPOWMCTBO;



3. Mpu ncnonbsosaHum Wi-Fi oTknaoum dyHkumo "O6wmin goctyn K dannam n npuHTepam".
JaHHaa dyHKUMSA 3aKpbiTa MO YMOSYaHUIO, 04HAKO HEKOTOpPbIE MOJib30BaTeNIN aKTUBUPYIOT ee Ans
yaobcTBa ucnosnb3oBaHua B paboTte unn yyebe;

4, He ncnonb3ayn nybnunyHbii WI-FI gns nepegaym nuMYHbIX AaHHbIX, HaNpuMep A41s BbiXoaa B
coumasnbHble CETU NN B NEKTPOHHYIO NOYTY;

5. Mcnonb3yih ToNbKO 3aliMileHHoe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBoaM MMeHHo "https://";

6. B Mo6bunbHOM TenedoHe oTkNoun GyHkuuto "Moakntodenmne k Wi-Fi aBTomatmnyeckn". He
AOornycKam aBTOMaTM4ecKoro NogKo4eHns yCcTponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumarsnbHble ceTn

CounanbHble CeTM aKTUBHO BXOAST B HaLLY XW3Hb, MHOrMe noan paboTatoT 1 XXMBYT TaM NOCTOSIHHO,
a B Facebook yxe 3aperncrpmpoBaH MUIInapa YenoBeK, YTo SABASeTCS O4HOW CeAbMOWN BCeEX XUTenemn
naaHeTbl. MHOrMe nosib3oBaTeNM He NOHUMAKOT, YTO MHMOPMaLUs, pa3MeLLleHHass UMM B CoLMalbHbIX
CeTAX, MOXeT 6bITb HalAeHa U UCNOJIb30BaHa KEM YroAHO, B TOM 4Yuncrne He obsa3aTenbHo ¢ 6narumum
HaMepeHusMu.

OcHoOBHble coBeTbl N0 6@30NacHOCTM B COLMalbHbIX CETSX:

1. OrpaHundb cNncok apysen. Y 1ebs B Apy3baX He AOHKHO 6biTb CyYamHbIX N HE3HAKOMbIX
nopen;
2. 3awuiian CBOK YacTHYIO XU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro

POXAEHUS N APYTYIO TMYHYO MHOPMauMo. 310yMbIWWAEHHMKM MOTYT UCMOAb30BaTh Aaxe MHGOopMaLmIo O
TOM, KaK Tbl M TBOW pOAMTENN NNaHUPYyEeTe NPOBECTU KaHUKY/bI;

3. 3awmuwan cBO penyTaunto - AEPXU ee B YNCTOTe 1 3aaaBai cebe Bonpoc: xoten 6bl Thl,
yTO6bI ApPYrne Nonb3oBaTeNM BMAENWN, YTO Tbl 3arpyxaewb? Moayman, npexae 4yem 4to-To onybaunkosaTthb,
HanucaTb U 3arpysunTb;

4, Ecnn Tbl roBopULLb C NOAbMWU, KOTOPbIX HE 3HaElb, HE UCMOJIb3YI CBOE peasibHOE NMS U
APYTYI0 TNYHY0 MHPOPMaLMKN: UMS, MECTO XUTeNbCTBa, MECTO y4ebbl 1 Npoyee;

5. N36eraii pasmeweHus dotorpaduii B UHTEpHETE, rae Tbl M306paXeH Ha MECTHOCTH, Mo
KOTOPOM MOXHO OonpeaenuTb TBOe MeCTOMNOJIoXeHME;

6. Mpwn perncrpaumu B couuanbHON ceTn HeobxoaMMOo MCNONb30BaTh C/I0XKHbIE Napou,
cocrosiwme n3 6yks n umMdp M C KOMYECTBOM 3HAaKOB He MeHee 8;

7. Ons counanbHOWM ceTn, NOYTbl U APYrMX CAUTOB HEO6XO0AMMO UCMONb30BaTb pasHbie
naponu. Toraa ecnun Tebs B3/10MatoT, TO 3/10YMbIWAEHHUKN NOMyYaT AOCTYN TO/IbKO K O4HOMY MEecCTy, a He
BO BCe Cpasy.

ONneKTpoOHHbIE AEeHbIrn

DNeKTPOHHbIE AeHbIN - 3TO OYeHb YA0bOHbI cnocob niatexen, 0a4HAKO CyLEeCTBYOT MOLUEHHUKM,
KOTOpbl€ XOTAT MOAYYNTb 3TN AEHbIN.

DNeKTPOHHbIE AEHbIN NOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcrBax
[0 CMX NOp HE NPOMANCAHO NPO HMX B 3aKOHaXx.

B Poccum e oHM PYHKLUMOHUPYIOT M O HUX YXXe MPOMnMCcaHo B 3aKOHe, rae Ux pasgenstot Ha
HECKOJIbKO BMAOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuLa B TOM, YTO @aHOHMMHbIE - 3TO Te, B KOTOPbIX
pa3speluaeTcs NpoBoAMTbL onepaunmn 6e3 naeHTndunKaumMm Nonb3oBaTeNs, @ B HEAHOHUMHbIX

naeHTnduKaumsa nonb3oBaTens aBasercsa ob6s3artenbHON.



Takxe cnegyeT pasnmyaTth 3/1IEKTPOHHbIE pMaTHble AeHbru (paBHbl FOCYAAPCTBEHHbLIM BaaoTaM) 1
3NEKTPOHHbIE HeduMaTHblE AeHbrM (He paBHbl FOCYAAPCTBEHHbLIM BastoTaM).

OcHoBHble coBeTbl N0 6e3onacHol paboTe C 31eKTPOHHbLIMU AEeHbraMu:

1. MpuBSXKN K cHETY MOBUNBHBIN TenedoH. ITO caMblii YAO6HbIN M 6bICTpbIN cnocob
BOCCTaHOBUTb AOCTYN K cyeTy. MNpuBsA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW NiaTeXHbI Naposb
WM 3angelb Ha CalT C HE3HAKOMOIO YCTPOMCTBA;

2. Ncnonb3yi ogHopa3oBbie naposnun. locne nepexosa Ha YCUAEHHY0 aBTopm3aumnio Tebe yxe
He 6yaeT yrpoxaTb ONacHOCTb KpaXm Uan nepexsata njaaTexHoro napons;

3. Bbibepu cnoxHbi naposnb. MpectynHukaM 6yaeT He NPoCTO yraAaTb C/I0OXKHbIA Naposb.
HapexHble naponu - 3To Naponn, KOTOpble coaepXaT He MeHee 8 3HAKOB M BKKOYAKOT B cebsa CTpoYHbIe U
NponucHble 6yKBbl, LUMMdPbI M HECKONbKO CUMBOJIOB, Takme KakK 3HaK gonsapa, @yHTa, BOCKAMULATEbHbIN
3HaK u T.n. Hanpumep, $tRONg!;;

4, He BBOAM CBOM NIMYHbIE AaHHble Ha caliTaxX, KOTOPbIM He AOBepseLlb.

DsieKTPpOHHasA noyrta

DneKTPOHHasi NoYTa - 3TO TEXHOJIOMMSA U NpeAoCTaB/IsiEMbIE el0 YCYrn Mo Nepechbisike U NoSyYEHUIO
3NEKTPOHHbIX COOb6LLEeHMI, KOTOpble pacnpeaenstoTcs B KOMMNbIOTEPHOM ceTn. OB6bIYHO 3/1IEKTPOHHbIM
MOYTOBbIN SLWMK BbIFSAUT CrieayowmM o6pa3oM: nMsl_nonb3oBaTensa@ums_aoMmeHa. Takxke Kpome
rnepenayun nNpocroro TeKCTa, UMEEeTCcss BO3MOXHOCTb nepeaaBaTb danbl.

OCHOBHble coBeTbl N0 6e3o0nacHon paboTe C 3/IEKTPOHHOW NMOYTOMN:

1. Hano BbibpaTb NpaBuMiIbHbIN NOYTOBLIA CEPBUC. B MHTepHETe ecTb OrpOMHbIN BbIGOpP
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, O4HAKO Jlyylle AOBEPATb TEM, KOr0 3HaEllb U KTO NePBbIA B pENTUHre;

2. He ykasbiBali B IMYHON no4yTe NNUYHYO MHbOpMaumio. Hanpumep, nyywe BbibpaTb
"My3blKanbHbIM_daHaT@" nnm "pok2013" BmecTo "Temal3";

3. Ncnonb3yi oByxaTanHylo aBTopm3aumio. TO Koraa noMMMo Naposs HY>XHO BBOAUTb KOJ4,
npucblinaeMbln no SMS;

4, Bbibepn crioxHbIn Nnaponb. Ans KaXxaoro no4YToBOro siuiMka Ao/HKeH 6biTb CBOM HAAEXHbIN,

YCTOMUMBBINM K B3/IOMY Naposib;

5. Ecnu ecTb BO3MOXHOCTb HanncaTb CaMOMYy CBOW IMYHbIN BOMPOC, UCMONAb3YH 3Ty
BO3MOXHOCTb;
6. Ncnonb3yi HECKOIbKO MOYTOBbIX AWWKOB. [epBbli ANa YaCTHOM Nepenucku ¢ agpecatamu,

KOTOPbIM Tbl AOBepsieLlb. DTO 3/1EKTPOHHbI agpec He HaZ0 MCNOsb30BaTh NpPU perncTpaumm Ha dopymax m
canTax;

7. He oTkpbiBan (ainabl u Apyrue BAOXKEHUS B NMMCbMaX, AaXe eCIN OHWU NPULLIN OT TBOUX
Apy3en. Jlyywe yTO4YHM Y HUX, OTNPaBnsnn nm oHu tebe 3tn dannsbl;

8. Mocne okoH4yaHus paboTbl Ha NOYTOBOM CepBMCE Nepes 3aKkpbiTUeM BK1aAKM C CAaUTOM He
3abyab HaxaTb Ha "Bbintun".

Kn6epbynnumHr unm euptyasibHOe usaeBaTesibCTBO

KnbepbynnuHr - npecnegosaHune cooblieHnsamMmn, cogepxawmmm ockopbneHums, arpeccumio,
3anyrmBaHue; XyJUraHcTeo; coumanbHoe 60MKOTMpOBaHMeE C MOMOLLbIO Pas/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kNbepbynAMHroMm:

1. He 6pocaicsa B 601. Jlyuywmnin cnocob: nocoBeToBaTbCs Kak cebs BeCTU 1, eCcnm HeT Toro, K
KOMY MOXHO 06paTUTbCSsl, TO BHavase ycnokonTbcsl. ECAun Tbl HauHelw b 0TBeYaTb OCKOPHIEeHUAMUN Ha

OCKOp6ﬂ6HVIF|, TO TONbKO elle 6onblie pPasoxxXelwb KOH(bﬂMKT;



2. Ynpaensan ceoen knbeppenyTtauunen;

3. AHOHUMHOCTb B CETM MHMMas. CyLecTBYOT CNoco6bl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;
4, He cTouT BecTn XynuraHckuii 06pas BUPTYanbHOM XU3HU. MHTEpHET BUKCUPYET BCe TBOU

OENCTBUA U CoOXpaHsaeT ux. Yaanutb nx 6yaert KkpanHe 3aTpyaHUTENBHO;

5. Cobntogai CBOK BUPTYasibHYHO YeCTb CMOJIOAY;

6. NrHopupyi eamHuYHbIn Heratne. OgHOpa3oBble ockopbuTenbHble COObLWEHMS Nyylle
nrHopupoBaTtb. O6bI4HO arpeccusa NpekpawaeTcs Ha HayalbHOW CTaguu;

7. BaH arpeccopa. B nporpaMmax o6MeHa MrHOBEHHbLIMU COOBLLEHMSIMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb 6/10KMPOBKM OTNpPaBKU COOBLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnn Tbl cBuaetens knbepbynnuHra. TBou AeACTBUA: BbICTYNUTb NPOTUB NpecsiegoBaTens,
rnokasaTb eMy, YTO ero AenCTBMS OLEeHMBaKTCAa HEeraTMBHO, NOAAEPXaTb XepTBY, KOTOPOM HyXHa
NCUXOsIOrMyeckas NoMoLb, COObLWMTb B3pOC/bIM O pakTe arpeCCMBHOro NoBeAeHUs B CeTw.

Mo6unbHbIN TenecdoH

CoBpeMeHHble cMapT@OHbI M NAaHWweTbl cogepxaT B cebe BNOsIHE B3pOC/bii yHKUMOHAN, 1 Tenepb
OHW MOTYT KOHKYPMPOBaTb CO CTaUMOHapHbIMM KOMNbloTepamm. OgHaAKo, CPeacTB 3alWmnThbl 415 NOAOOHbIX
YCTPOMCTB MOKa o4YeHb Masno. TeCTupoBaHne N NOUCK YSA3BMMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCMBHO,
kak anga MK, To e camoe KacaeTcs U MOBUNbHbBIX MPUNOXEHUN.

CoBpeMeHHble MObubHble 6pay3epbl yXXe NpakTUYeCKn AOrHanM HacTofibHble aHanoru, ogHaKko
pacwmpeHne @yHKUMOHana snedeT 3a cob6oi 60NbLYIO0 COXHOCTb U MEHbLUYIO 3alULLEHHOCTD.

Janeko He Bce NpOM3BOAMTENN BbiNyCKAOT O6HOBEHUS, 3aKpbiBatoLWne KpUTu4eckne ysa3BumMocTm
ON19 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl aAns 6esonacHocTn MobunbHoOro TenedoHa:

Huuero He aBnseTca no-HactosweMy 6ecnnaTtHbIM. byab ocTopoxeH, Beab koraa Tebe npegnaratot
6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKne-To naaTHble YyCNyru;

Oymain, npexae 4em oTnpaeuTb SMS, GoTo uan Buaeo. Tbl TOYHO 3HaELWb, r4e OHM 6yayT B
KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONepauUMoHHY0 CUCTEMY TBOero cMapTdoHa;

Ncnonb3yi aHTMBUPYCHblE NPpOrpamMmmel A1 MOBUNbHbIX TenedoHOoB;

He 3arpy>xain npuaoxeHuns oT HEM3BECTHOro MCTOYHWKA, BEAb OHM MOTYT COAepXaTb BPeAOHOCHOe
nporpamMMHoe obecneueHune;

Mocne Toro Kak Tbl BblAeLWb C caiTa, rae BBOAM JINYHYIO MHDOPMaLUIO, 3aiaAn B HAaCTPOMKMK
6pay3epa n yganu cookies;

MNMeprnoanyeckn NpoBepsn, Kakne nnaTHble YCyrM akTUBMPOBaHblI HA TBOEM HOMepe;

[Jasali cBon HoMep MOBUNbHOro TenedoHa TONbKO N0AAM, KOTOPbIX Tbl 3HaelWb U KOMY AOBepseLlb;

Bluetooth nonxeH 6bITb BbIKNOYEH, KOrAa Tbl UM He Nofb3yelbcs. He 3abbiBali MHOrAa NpoBepsTb
3T0.

Online urpbi

CoBpeMeHHble OHNaMH-UIrpbl - 3TO KpacouHble, 3axBaTbiBalowWme pasBnedyeHns, obbeamHsowme
COTHM TbICAY YesloBeK No BCeMy MUpy. Nrpokn nccneaytot AaHHbIM UM Mup, obwatoTcs Apyr C 4pYroM,
BbIMOJIHAIOT 3a4aHNS, CPAXAKTCS C MOHCTPaMM M NONYYatoT ONbIT. 3@ YA40BOAbCTBUE OHW NAATAT:

NMOoKynakwT ANCK, on1avynBaloT aboHeMeHT unu an06peTar0T KaKne-To onuunn.



Bce 3Tu cpeactBa MayT Ha NoaaepXXaHve U pa3BUTUE UTPbl, @ TaKXe Ha caMy 6e30MacHOCTb:
COBEpPLUEHCTBYHOTCSA CUCTEMbI aBTOPM3aLIMK, BbIMyCKaOTCA HOBble NaTun (ULMdpoBbie 3annaTku an1s
nporpamMMm), 3aKpbiBalOTCA YA3BMMOCTU CEPBEPOB.

B nogo6HbIX Urpax CTOUT onacaTbCs HE CTO/IbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napons,
Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3aunn B6OJIbLLIMHCTBA UTp.

OcCHOBHble coBeThbl Mo 6€30MacHOCTM TBOEro UFPOBOMO aKKayHTa:

1. Ecnu apyroit urpok Beaet cebs naoxo Unmn cosaaet tebe HenpuUATHOCTU, 3a6/10KUpYit ero B
CMUCKE UIPOKOB;

2. Moxanyincs aaMMHUCTPATOpaM Urpbl Ha MJI0X0e NOBEAEHME 3TOM0 UIPoKa, XXenaTesbHo

NMPpUNOXNTb KakKMNe-To AOKa3aTesIbCTBa B BUAE CKPUHOB,

3. He ykasbiBali IMYHYIO MHGpOpMaumio B Nnpodanne urpsbl;

4, YBaxkail Apyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoduuManbHble NAT4YM N MOAbI;

6. Ncnonb3yn CNOXHbIE U pa3Hblie Naponn;

7. [axke BO BpeMsi Urpbl He CTOUT OTKAKOYATb aHTUBMPYC. [ToKa Tbl Urpaewwb, TBOW KOMMbOTEP

MOTyT 3apasuTb.

@OULIMHI UM KPaXka JIMYHbIX AaHHbIX

O6bI4HON KpaXkein AeHer U JOKYMEHTOB CEroAHS YXXe HUKOro He yAMBULLb, HO C Pa3BUTUEM
MHTEPHET-TEXHOOMMI 3/10YMbILLEHHNKN NEePEMECTUINCE B MHTEPHET, N NPOAO/IKAIOT 3aHMMaTbCS
"nobumMbIM" genom.

Tak nosiBUacb HOBas yrpo3a: MHTEPHET-MOLWEHHNYECTBA MK PULLINHI, rNaBHas Lelb KOTOPOro
COCTOUT B NONYYEHUU KOHMPUAEHUNANBHbIX AAHHbIX MOMb30BaTeNEN - IOTMHOB M Napoaien. Ha aHrMMncKom
a3blke phishing untaetcsa kak duwmnHr (ot fishing - peibHas noens, password - naposb).

OCHOBHble coBeTbl N0 60pbbe C PULLNHIOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa 6blna B3/loMaHa, TO

HeobxoanMo 3abnoknpoBaTb ee 1 CoobLWNTb aaMNMHNCTpaToOpaM pecypca 06 3ToOM Kak MOXHO CKopee;

2. Ncnonb3yii 6e3onacHble Be6-canTbl, B TOM YNCNE, UHTEPHET-Mara3snHoB 1 MOUCKOBbIX
cucTeM;
3. Ncnonb3yi CloxHble 1 pasHble naponu. Takum obpasom, ecnm Tebs B3noMatloT, TO

3/10YMbILWIEHHUKM MOSyYaT AOCTYN TOMbKO K OA4HOMY TBOEMY MPOdU/I0 B CETU, @ HE KO BCEM;
4, Ecnu Tebs B3nomanu, To HEO6X0AMMO MpeaynpeaAnTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B APY3baAX, O TOM, UYTO Tebs B310Manu U, BO3MOXHO, OT TBOErO UMEHW ByaeT

paccbinaTtbCAa CraM U CCbJIKN Ha (bVILIJVIHFOBbIe CaVITbI;

5. YctaHoBM HagexHbi naponb (PIN) Ha MO6unbHbIN TenedoH;
6. OTKkNto4YN coxpaHeHne napons B 6paysepe;
7. He oTkpbiBan galinbl n Apyrue BAOXKEHUS B NMMCbMaX, AaXe eCNM OHU NPULLAN OT TBOMX

Apy3en. Jlydle yToOYHN Y HUX, OTNPaBasaaun nm oHn tebe atu dannsl.

UndpoBas penytauma

Undposas penytaums - 3T0 HeraTMBHas MM No3nMTMBHas MHGoOpMaLms B ceTu o Tebe.
KomnpomeTupytowasa nHdopmauus, pasMeLlleHHas B MHTEPHETE, MOXEeT cepbe3HbiM 06pa3oM 0Tpa3nTbCS
Ha TBOeN peanbHOM XM3HU. "Lindpoeas penytaumsa" - 370 TBOM UMUAX, KOTOPbIA GOPMUPYETCH U3

nHdopmauum o Tebe B MHTEpHETE.



TBOE MecCTo XuTenbCcTBa, ydebbl, TBoe GMHAHCOBOE MOJIOXEHMe, 0COBEHHOCTM XapaKTepa U
pacckasbl 0 6IM3KUX - BCE 3TO HaKan/nBaeTcs B CETU.

MHOrme NoApPOCTKM JIEFKOMbIC/IEHHO OTHOCATCS K nybankaumMm nnyHon nHdopmaummn B IHTepHeTe,
He NOHUMas BO3MOXHbIX NOC/IeACTBMIA. Thbl AaXe He CMOXeLWb AorafaTtbCs 0 TOM, 4YTo doTorpadus,
pa3MelleHHas 5 neTt Hasag, cTana NpUYMHONM OTKasa NpUHATb Tebsa Ha paboTy.

KoMMeHTapuu, pasmelleHne TBomx dotorpadun u apyrme 4encTBns MOryT He MCYE3HYTb daxe
rnocne Toro, Kak Tbl UX yAanuib. Tbl HE 3HaelWb, KTO COXpaHWA 3Ty MHMOpMauuMo, nonasna an oHa B
MOWCKOBbIE CUCTEMbI U COXpaHWachb M OHa, a rNaBHOe: 4YTO NoAyMatoT 0 Tebe oKkpyxatoLime naun,
KOTOpble HAaNAYT 1 YBUASAT 3T0. HalTu nHMOpPMaUnMIO MHOIO IeT CNYCTS CMOXET Ntobon - Kak U3 fo6pbIxX
noby>xaeHun, Tak U C HAMEPEHUEM NPUUYNHUTL BPeL. DTO MOXET 6bITb KTO YrogHo.

OcCHOBHble COBEeTbI MO 3awmTe UNGpPOBON penyTaunn:

1. Moayman, npexxae 4yem 4to-TO NybsmMkoBaTb U Nnepepasatb y cebs B 61ore nam B
coumanbHoOm ceTu;

2. B HacTpolikax npoduns ycTaHOBM OrpaHNUYeHns Ha NPOCMOTP TBOEro Nnpoduns un ero
COAEPXUMOro, caenan ero Tonbko "ans apysen”;

3. He pa3smewan n He yKa3biBal MHpOPMaLMo, KOTOpas MOXeT Koro-nmbo ockopbnsaTb nnm
obuxatb.

ABTOpCKOE npaBo

CoBpeMeHHble LLUKOSIbHUKW - aKTUBHbIe Nosib3oBaTenn undpoBoro npoctpaHcrea. OgHako ganeko He
BCE 3HaloT, YTO NOJIb30BaHME MHOMMMW BO3MOXHOCTAMM LMdpoBoro mmpa TpebyeTt cobniogeHns npas Ha
MHTENNEKTYaNbHY CO6CTBEHHOCTD.

TepMuH "MHTennekTyanbHas cO6CTBEHHOCTL" OTHOCUTCSA K Pa3/inyHbIM TBOPEHUSAM YeNI0BEYECKOro
yMa, HaunHas € HOBbIX U306peTeHnin n 3HakoB, 0603HavarLWMX CO6CTBEHHOCTb Ha NPOAYKTbI U YCIYru, n
3aKaHuuBas KHMramm, dotorpadunamMmm, KNHOGUIbMaMM U My3blKallbHbIMU NPON3BEAEHNAMMU.

ABTOpPCKKWE Mpasa - 3TO NpaBa Ha UHTEeNNeKTyaslbHY0 CO6CTBEHHOCTb Ha NMPOM3BEAEHMNSA HAYKM,
nuTepaTypbl U UCKYCCTBA. ABTOPCKME NMpaBa BbICTYNAOT B KAYECTBE rapaHTUmM TOro, 4YTo
VMHTeNNeKTyanbHbli/TBOPYECKMIA TPy aBTopa He byaeT HanpacHbIM, AacT eMy CrpaBeanvBbie
BO3MOXHOCTMK 3apaboTaTb Ha pe3ynbTaTtax CBOero TpyAa, nojlyunTb U3BECTHOCTb M NMpusHaHue. HuMkTo 6e3
paspelleHns aBTopa He MOXET BOCMPOM3BOANTL €ro Npomn3BeaeHne, pacnpocTpaHsaTb, nyb6anyHo
OEMOHCTPMPOBAaTh, NpoAaBaTb, MUMMOPTMPOBATL, MyCKaTb B NpoKaT, Ny6JMYHO UCNONHATL,
nokKasblBaTb/NUCNONHATb B 3dunpe unm pasmewaTb B VIHTepHeTe.

Ncnonb3oBaHue "nmpaTckoro" nporpaMMHoro obecrnevyeHns MoxxeT NMPUBECTU K MHOTMM pUCKaM: OT
rnoTepu AaHHbIX K TBOMM aKKayHTam A0 6/I0KMPOBKM TBOEro yCTPOWCTBA, rAe YCTaHOBJ/IeHa HenerasbHas
nporpaMMa. He cTouT Takxe 3abbiBaTb, YUTO CYLLECTBYIOT JlerasbHble U 6ecniaTtHbie NporpamMmbl, KOTOpbie
MOXHO HalTn B CETU.

O noprane

CeTeBNYOK.p( - TBOW rNaBHbIM COBETUYMK B CETU. 34€Cb Tbl MOXELLb Y3HaTb 0 6@30MacHoOCTn B ceTn
MOHSTHBLIM U AOCTYMHbIM S3bIKOM, @ NMPU BO3HUMKHOBEHUN KPUTUYECKOM CUTyaumMn obpaTmuTbCs 3a COBETOM.

A TakXXe NpUHATbL y4acTMe B KOHKYpCax U CcTaTb CaMbiM LM POBLIM rpaxaaHNHOM!



